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“The internet, our greatest tool of
emancipation, has been transformed
into the most dangerous facilitator of
totalitarianism we have ever seen. The
internet 1s a threat to human civiliza-

tion.”

-- Julian Assange



RESUMO

O uso das redes sociais podem criar camaras de eco aumentando a polarizacao politica.
Estudos foram conduzidos utilizando dados das principais redes sociais para medir relagoes
causais de moderacao de contetiido e banimento de usuarios. O Tribunal Superior Eleitoral
(TSE) de Brasil ordenou o banimento de grupos de WhatsApp dentro de um cluster
engajado com mobilizacao anti-democratica. Esta monografia explora discontinuidade
utilizando RDiT para medir impactos desta decisao em grupos anti-democraticos que nao
foram banidos. Apesar de ser a principal rede social no Brasil, literatura analizando dados
de WhatsApp ainda é escassa. Resultados sugerem que medida judicial nao teve efeito no
fluxo de conversa em nenhum tipo de grupo, mas reduziu o alcance das mensagens virais
espalhadas por grupos anti-democraticos no WhatsApp.

Palavras-Chave: deplatforimng, RDiT, elei¢oes, redes sociais, WhatsApp.
JEL Codes: C38, C45, D72, .82, 713



ABSTRACT

The use of social media can produce echo-chamber and increase group polarization.
Studies have been conducted using data from mainstream social media to measure causal
relationship of deplatforming policy and banning accounts. The Supreme Electoral Court
(TSE) from Brazil issued a decision to take down the cluster of WhatsApp groups engaged
with anti-democratic activities. This dissertation explores discontinuity using RDiT de-
sign to measure impacts of these decision on anti-democratic groups that were not banned.
There is scarce literature analyzing WhatsApp data even though it’s the biggest social
media in Brazil. Findings suggests that judicial decision had no effect on conversation
flow on any type of groups, but reduced the reached audience of anti-democratic viral
messages spread on WhatsApp.

Keywords: deplatforimng, RDiT, elections, social media, WhatsApp.
JEL Codes: C38, C45, D72, .82, 713
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1 INTRODUCTION

“Fu quero entrar na rede

Promover um debate

Juntar via Internet

Um grupo de tietes de Connecticut”

-- Gilberto Gil

The advent of internet and widespread access to it’s technology shaped the world
in the last four decades. It improved the capability of citizens to convey and receive
information to and from the governments Margetts (2013). Depending on circumstances,
internet was a catalyst tool to increase democracy or an instrument for authoritarianism
Best and Wade (2009). The sophisticated use of misinformation potentiated by machine-
learning methods was applied to hijack democratic process in recent years, the case of

Cambdige Analytica being the most iconic example Isaak and Hanna (2018).

With the new challenges to modern democracy, it becomes imperative that govern-
ment and researches develop technological and regulatory instruments to counter threats
to democratic order. One of the main used social media in Brazil is WhatsApp and misin-
formation travelled through it could put democratic institutions in danger !. Shortly after
the 2022 elections in Brazil, the Supreme Electoral Court (TSE) issued a decision to shut
down many WhatsApp groups engaging with extremist and anti-democratic mobilization.
In this context, is essential to find mechanisms that protect democracy without damaging

free-speech and individual liberties.

The objective of this work is to contribute to economic literature investigating if
judicial interventions on WhatsApp are efficient to reduce viral messages and how it
can impact voters communication through these channels. The specific objectives are to

evaluate if Supreme Electoral Court decision to ban anti-democratic groups:

1. Suppressed conversation of people using the app in any groups that were not banned;

2. Changed the number of viral forwarded messages through themed groups (anti-

democratic and others themes);

https://noticias.uol.com.br/colunas/cristina-tardaguila/2022/09/28/
um-terco-das-mensagens-de-whatsapp-sobre-urnas-sao-negativas.htm


https://noticias.uol.com.br/colunas/cristina-tardaguila/2022/09/28/um-terco-das-mensagens-de-whatsapp-sobre-urnas-sao-negativas.htm
https://noticias.uol.com.br/colunas/cristina-tardaguila/2022/09/28/um-terco-das-mensagens-de-whatsapp-sobre-urnas-sao-negativas.htm
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3. If there was a change on viral messages, how much it increased or decreased on

average.

This work is organized as follow: Chapter 2 presents a literature review in three
sections. The first section introduces the importance of information to democracy and
the role of social media in recent years. The second section shows some of the works on
deplatforming and content moderation and it’s impacts so far. The third section gives
institutional context to brazilian elections and judicial decision that banned WhatsApp
groups. Chapter 3 explains how data was collected, the method applied to classify anti-
democratic groups and the transformation to data to create panels used in estimates.
Chapter 4 introduces research design used to extract causal effects of this events and the
potential bias that could affect estimate. Chapter 5 contains all results obtained and a
discussion of it’s implications. Chapter 6 concludes the work and open possible next steps

on this investigation.
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2 LITERATURE REVIEW

2.1 Democracy in the era of social media

Information has an important role in democracy, people will choose to vote for politi-
cians that best represent their interests Przeworski et al. (1999). If information is distorted
when transmited to population it can provoke real impact on society. In news outlets,
the portrayal of hispanic and black men associated with crime and low-skill jobs perpet-
uates stereotypes Ash et al. (2021). In an electoral process, it could impact the outcome
of election results . The unfavorable television coverage of political debate in Brazilian
elections in 1989 made left-wing candidate lose share of voters in the regions with TV
broadcast signal Cavgias et al. (2019). Specific cable news television channels can play a
role as exogenous shifter of ideological identification of the viewership. Martin and Yu-
rukoglu (2017) used voting data of US Presidential elections and data on cable channels to
model evolution of voters ideology. The growth of Fox News on specific regions increased

polarization and Republican vote share in presidential elections over time.

With the coming of the internet age, people began to change voting behaviors. Falck
et al. (2014) shows that access to high-speed internet had negative impacts on voter
turnout in West Germany. They used regional peculiarities of the preexisting telephony
network to adress endogeneity in Internet availability. With the widespread use of internet
and consumption of information through it’s channels, people began to engage in policy
debates on social media platforms. As shown by Bessi et al. (2015), a topic extraction
strategy was used on Facebook data from Italy and revealed that most consumed con-
tents where related to environment, diet, health and geopolitics. They also modeled user
mobility an found that the more active the user, the more likely he was to span on all
semantic categories. The continuous use of social networks can produce echo-chambers
that increase polarization and impact users behaviors outside internet. Using Facebook
municipal level data and anti-refugee hate crimes in Germany, Miiller and Schwarz (2017)

showed the role of echo chambers and how far-right social media posts can act as propa-
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gation mechanism for violent hate crimes.

After the rise of Donald Trump in the 2016 US elections, the use of social media as a
political tool got more attention. Miiller and Schwarz (2018) constructed an instrument
for Twitter using South by Southwest (SXSW) festival that differentiated US counties by
early adopters of the micro-blogging platform. They found that since the 2016 presidential
primaries, when Donald Trump rises as the Republican party nominee, anti-Muslim hate
crimes increased in counties with higher Twitter usage. Using the same instrument,
Fujiwara et al. (2021) investigated how Twitter usage affected the election outcomes
in the United States. Their findings indicated that Twitter lowered Republican vote
share in 2016 and 2020 presidential elections. Exogenous change of rule on Twitter,
doubled the maximum limit of characters in a tweet, Jaidka et al. (2019) used natural
language processing methods and concluded that it led to less uncivil and more polite
discussions online, reducing extremism. A randomized experiment conducted by Levy
(2021) subscribed participants to conservative or liberal news outlets on Facebook, his
findings suggests that social media algorithms may limit exposure to counter-attitudinal

news and increase polarization.

2.2 Deplatforming and content moderation

In January 6 of 2021, far-right extremist stormed the capitol of the United States in an
attempt to contest presidential elections results, causing five deaths and others injured®.
These riots were organized using social media? and resulted in the banning of Donald
Trump’s official twitter account two days after the events. New type of policy enforced by
social network companies opened a path to new field of study, weather content moderation

and deplatforming are efficient tools against extremism Roberts (2019).

Investigating deplatformed Twitter accounts, Mitts (2021) verifies an increasing of
hate-speech on underground platforms like Gab. Analyzing deplatforming of far-right
in Youtube, Rauchfleisch and Kaiser (2021) found that removing far-right content was
effective in minimizing the reach of disinformation and extreme speech. Using regression-
discontinuity design (RDD), Freire et al. (2022) measured how content moderation on
Youtube affected channel popularity and suggests that moderation may not be effective

in changing growth trajectory of channels. Many social media platforms use automated

"https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954671745/
on-far-right-websites-plans-to-storm-capitol-were-made-in-plain-sight

2https://www.nytimes.com/2021/01/06/us/politics/protesters-storm-capitol-hill-building.
html


https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954671745/on-far-right-websites-plans-to-storm-capitol-were-made-in-plain-sight
https://www.npr.org/sections/insurrection-at-the-capitol/2021/01/07/954671745/on-far-right-websites-plans-to-storm-capitol-were-made-in-plain-sight
https://www.nytimes.com/2021/01/06/us/politics/protesters-storm-capitol-hill-building.html
https://www.nytimes.com/2021/01/06/us/politics/protesters-storm-capitol-hill-building.html
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content moderation, Ribeiro et al. (2022) explored Facebook data with fuzzy RD de-
sign and found that comment deletion decreased subsequent to rule-breaking rather then
hiding content that had insignificant effects. Rogers (2020) highlights that researchers
investigating this phenomena, should look with attention to underground social medias.
He enquires how Telegram had been used by deplatformed users and if deplatforming in

traditional big social media works.

Better understanding how these moderation measures can impact mobilization in real
world through social media, specially in dark social®, is essential to counter extremism

and misinformation in modern democracies.

2.3 Institutional context

Brazil’s young democracy has only 34 years old, but it has one of the most advanced
voting technologies. In 1998 elections, Brazil introduced the use of electronic voting in
the national elections. The implementation of this technology wasn’t applied to the entire
country at once, it used a population cohort to decide which municipalities would start
testing the new method. Exploring this discontinuity Fujiwara (2015) shows how positive
electronic voting was in reducing residual votes (uncounted and error-ridden) and how it

promoted enfranchisement of less educated citizens.

The country held presidential elections in 2022, the two main candidates were left-
wing ex-president Lula da Silva (Worker’s Party) and far-right incumbent Jair Bolsonaro
(Liberal Party). Through his mandate as president, Jair Bolsonaro had many times
contested the results of electronic voting?, even questioning the 2018 results that elected

him as president.

In this electoral cycle, one of the main concerns of the Supreme FElectoral Court
(TSE) was the widespread misinformation about the electoral process. During the cam-
paign, the TSE banned from social media various publications spreading fake news about
the electronic voting system, fraud and the judiciary®. The media reported how messages
in WhatsApp groups were filled with attacks towards the electronic voting system, in-

cited military intervention and defamation of electoral justice Alexandre de Moraes®, the

3Dark social are social networks that content isn’t public and can’t be measured by traditional analytics
methods
4ht'l:ps ://www.cnnbrasil.com.br/politica/bolsonaro-volta-a-questionar-seguranca-da-urna-eletroni
Shttps://www.tse.jus.br/comunicacao/noticias/2022/0utubro/combate-a-desinformacao-tse-derruba-n
Shttps://oglobo.globo.com/blogs/sonar-a-escuta-das-redes/post/2022/08/
mencoes-a-alexandre-de-moraes—-crescem-em-grupos—-de-whatsapp-em-agosto.ghtml


https://www.cnnbrasil.com.br/politica/bolsonaro-volta-a-questionar-seguranca-da-urna-eletronica-nao-e-inviolavel-e-penetravel-sim/
https://www.tse.jus.br/comunicacao/noticias/2022/Outubro/combate-a-desinformacao-tse-derruba-mais-de-uma-centena-de-postagens-com-narrativas-enganosas
https://oglobo.globo.com/blogs/sonar-a-escuta-das-redes/post/2022/08/mencoes-a-alexandre-de-moraes-crescem-em-grupos-de-whatsapp-em-agosto.ghtml
https://oglobo.globo.com/blogs/sonar-a-escuta-das-redes/post/2022/08/mencoes-a-alexandre-de-moraes-crescem-em-grupos-de-whatsapp-em-agosto.ghtml
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president of the TSE.

WhatsApp is the most used social network in Brazil”. Evangelista and Bruno (2019)
suggests that it played important role spreading misinformation in 2018 elections. A better
understanding of the dynamics of messaging apps and how they can interfere with political
processes is essential to help policy makers regulate them. It also helps to understand
the potential dangers of misinformation and polarization in modern democracy. Melo
et al. (2021) proposed a method for monitoring data from WhatsApp public groups and
generating data. There is still no research using econometric design on this type of data to
analyze causal relationship between counter-misinformation strategies and user behaviour

on WhatsApp.

October 30 of 2022 ended the second round of brazilian elections resulting in the con-
firmation of Lula’s victory. Shortly after the disclosure, far-right voters started to contest
the results. Roads were blocked by truckers and riots were organized in front of military
quarters the following day®. In the midst of institutional tensions with the protests and
anti-democratic mobilization, the Supreme Electoral Court issued an order to WhatsApp
and Telegram ordering the removal of the clusters of groups related with ”Military In-
tervention” and asking for a Coup d’Etat?. This was the first time the judiciary made
a decision to shut down only specific themed groups in WhatsApp. There are still no
studies that investigates if this type of intervention is efficient to contain spreading of
anti-democratic messages through the groups. Understanding the impacts of this deci-
sion can help policy makers design better mechanisms alongside social media platforms

to counter the extremist.

"https://valorinveste.globo.com/objetivo/gastar-bem/noticia/2021/09/16/
80percent-dos-brasileiros-utilizam-o-whatsapp-para-se-comunicar-com-as-marcas-aponta-pesquisa.
ghtml

8https://www.bloomberg.com/news/articles/2022-11-01/brazil-protests—grow-with-bolsonaro-silent-

Shttps://wwwl.folha.uol.com.br/poder/2022/11/bolsonaristas-e-tse-fazem-jogo-de-gato-e-rato-com
shtml


https://valorinveste.globo.com/objetivo/gastar-bem/noticia/2021/09/16/80percent-dos-brasileiros-utilizam-o-whatsapp-para-se-comunicar-com-as-marcas-aponta-pesquisa.ghtml
https://valorinveste.globo.com/objetivo/gastar-bem/noticia/2021/09/16/80percent-dos-brasileiros-utilizam-o-whatsapp-para-se-comunicar-com-as-marcas-aponta-pesquisa.ghtml
https://valorinveste.globo.com/objetivo/gastar-bem/noticia/2021/09/16/80percent-dos-brasileiros-utilizam-o-whatsapp-para-se-comunicar-com-as-marcas-aponta-pesquisa.ghtml
https://www.bloomberg.com/news/articles/2022-11-01/brazil-protests-grow-with-bolsonaro-silent-after-election-loss
https://www1.folha.uol.com.br/poder/2022/11/bolsonaristas-e-tse-fazem-jogo-de-gato-e-rato-com-multiplicacao-e-derrubada-de-grupos.shtml
https://www1.folha.uol.com.br/poder/2022/11/bolsonaristas-e-tse-fazem-jogo-de-gato-e-rato-com-multiplicacao-e-derrubada-de-grupos.shtml
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3 DATA

3.1 Exploring raw data

The dataset consists in messages extracted from WhatsApp public groups conversa-
tions. Data extraction strategy followed similar methodology proposed by Melo et al.
(2021) and Resende et al. (2018). WhatsApp invitation links available on indexed web
pages! were scraped to create a sample of groups. These invitation links were used to
join WhatsApp groups and then messages in those phones were stored in a structured

database.

New groups were constantly being sampled since November of 2021, Figure 1 shows
how groups were added to the sample over time. Complying with local privacy law, no

user personal data is stored. By November of 2022, the total of groups were 16.204.

16000

14000

12000

10000

8000

6000

Number of groups

4000

2000
o

Dec Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov
2022

Date

Figure 1: Evolution of quantity of groups on sample over time. The horizontal axis are the
dates ranged since November of 2021 until November of 2022. The vertical axis is the number
total of groups introduced to the sample at that time. The red line is January 1st of 2022.

Indexed pages are the pages of a website that a search engine has visited and added to its database
of web pages.
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The data collected is rich but only a some fields will be relevant to achieve the ob-
jectives of this research. Selected fields chosen are presented in Table 1. The messages
table contains 32 million observations with 16.106 unique groups. In order to analyze the
period of the judicial decision, a sample of this data from October and November will be

used in this investigation.

Table 1: WhatsApp messages panel data description

Field name Data type Description
_id string Unique ID of the message
chat_id string ID of the group where a message was sent
filename string The path where the file was stored
type_label string | (textual, document, image, video or audio)

forwarding score | integer | Number of times a message was forwarded

sender_info integer Phone area code of message sender
media key string Unique hash representing a media file
timestamp integer Date and time the message was sent

The following data fields will construct final panel data:

1. timestamp - Exact date and time a message was sent by any user;
2. chat_id - Identification code representing unique groups;

3. forwarding score - This field carries a numeric value that counts the number of
times a message was forwarded. It means that if a user forwards a message from
outside the sample, it will carry the number of times it was forwarded before. This
value is truncated to a maximum value of 127 that represents the ” Forwarded many

times” in the app.

To suppress widespread of misinformation, WhatsApp only allows forwarding messages
to a total of five conversations each time. When a message reaches ”Forwarded many

2. Knowing

times” status, users can only forward that message to a single conversation
how forwarding score is computed is important to better understand the impacts of the

judicial decision.

’https://faq.whatsapp.com/1053543185312573/7helpref=hc_fnav


https://faq.whatsapp.com/1053543185312573/?helpref=hc_fnav
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With the phone area code of the message sender_info is possible to know how many
individuals are from different regions of Brazil. In the entire sample, a total of is 922.954
users were found in those groups. Figure 2 shows a plot of the percentual share (%) of
sampled WhatsApp users by region comparing with brazilian population (IBGE/Censo
2010) by the same regions. This can help shed some light to understand how representative

can this sample be.

Brazilian poulation (IBGE/Censo 2010) (%) WhatsApp users in sample (%)

vy

Figure 2: This figure shows a heat-map comparing the regional share of brazilian population
according to (Censo-2010) and the sampled users on WhatsApp. The color degrees in the side
bar represents the percentage share of each region. Location of users were extracted from the
phone area code and account for N = 922.954.




Quantity (1-minute bins)

19

It’s also interesting to understand if there is any kind of cyclical behaviour of user
activity in the app. Taking a randomized sample of only 100.000 messages and then
aggregating by 1-minute bins helps visualizing change in message flow through the hours

of the day. In Figure 3, a scatter plot is presented and suggest that users are less active

during night time.
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Figure 3: Scatter plot of messaging activity during a day. This plot uses random sample
of messages from the entire dataset with N = 100.000. Vertical axis shows the quantity of

messages sent each minute. Horizontal axis show the hours of an entire day. Each point
in this graph represents activity at a minute of a day.

3.2 Classification of anti-democratic groups

Investigating a causal relationship and measuring the outcomes of banning anti-
democratic groups requires a method to separate groups by theme. Using Twitter data,
Hartung et al. (2017) proposed machine learning method to classify far-right users based
on textual clues, traits of emotionality in language use, and linguistic patterns. Lenihan

(2021) used network mapping and textual clues to classify users affiliated with far-left

political alignment.

Since there are no large public datasets on WhatsApp data, there is still computational

method in literature that precisely classifies political alignment of users on messaging apps.
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However, Machado et al. (2019) monitored 130 WhatsApp public groups during brazilian
elections in 2018 and manually tagged pro-right or pro-left media files on messages in
their research. Following this idea, I tagged 105 media files (images, audios, videos and
stickers) with high forwarding score (viral) containing far-right content or anti-democratic

narrative. Some examples of the images tagged are presented in Figure 4.

CONVOCACAO

e e CONVOCAGAO NACIONAL
AGORA E A HORA!

FRAEXIGENCIA PARA O
CUMPRIMENTO °
DA

02/

PORTAO DE ENTRADA DA VILA DOS
OFICIAIS - SAQ PEDRO/DA ALDEIA
HORARIO: 8HOO
PONTO DE REFERENCIA: HELICOPTERO!

INTERVENCAO &

FEDERAL ’g

COMPARTILHEM AO MAXIMO !

(a) Federal Intervention riot convocation (b) Call for riots in front of military quarters

EU QUERO UMA
INTERVENCAD

MILITAH
NO BRASIL

JA! 2aUSaWARS WO
rtilhar rapido ! -;%op

(c) Asking for military intervention (d) Federal intervention with Bolsonaro

Figure 4: Examples of anti-democratic images shared on WhatsApp (a,b,c,d)

A window of time containing messages only from October and November was selected.
To classify ideological leaning of groups, a filter was applied to keep only observations
of WhatsApp groups that were actively sending messages in the days neighboring the
beginning and ending of the sampled window. This resulted in a panel with 7.441.087
observations with 5.084 unique groups. The "media key” data field (Table 1) was applied
to search for any of the 105 anti-democratic tagged media files in this sample. Of all
groups found in this period, 329 unique groups were classified as anti-democratic using
tagged media. This produced a separation of 1.700.684 messages in anti-democratic tagged

groups and 5.740.403 in all other groups.
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3.3 Re-sampling data by time and theme

A new panel was constructed re-sampling data by average 1-minute bins. This gran-
ularity was chosen but it can be re-sampled to other frequencies to test robustness of
analysis. New data fields separated in treatment (anti-democratic groups), and control

(other groups). Those new fields contain four of the dependent variables:

e treat_q and control_q - Average quantity in 1-minute bins of messages sent in treat-

ment or control group;

e treat_fs and control_fs - Average forwarding score in 1-minute bins of messages sent

in treatment or control group;

A binary variable named threshold was created with value 0 in all periods and 1
after the execution of court decision. A date variable was created with the distance from
cohort in hours. New data fields presented in Table 2 were created in order to match
with model design. Descriptive statistics of the constructed panel are presented in Table
2. Since control group contains 5.084 WhatsApp groups and treatment contains 329,
data was normalized to simulate 100 groups, dividing by the total number of groups and

multiplying by 100.



Table 2: Summary statistics

Obs. Mean Std. dev. Min 25% 50% 75%  Max

Quantity of messages

control.q 76836 1.6 0.8 0 1 15 2 11.7
treat_q 76836 6.7 5.3 0 3 6.1 94 186
Forwarding score of messages

control_fs 76836 0.6 3.6 0 0 01 0.2 190
treat _fs 76836  28.8 71.5 0 03 1.5 395 3901.5
Notes:

This table represent summary statistics of the panel that will be used to evalu-
ate this work enquiry. Fields created are quantity of messages and forwarding
score of messages separated in control group and treatment group. Data was
re-sampled to 1-minute bins aggregating by sum. Number of WhatsApp groups
at control was N = 5.084 and treatment group had N = 329. Were normalized
in order to match N = 100 for both groups. Therefore control_q and treat_q rep-
resents the number of messages sent in 100 groups each minute. And control_fs
and treat_fs represent the aggregated number of forwarding score of messages
sent in 100 groups each minute. The columns show the number of observations,
mean, standard deviation, minimum value, .25, .5 and .75 quantils and the max-

imum value.

22
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4 METHODOLOGY

4.1 RD design in political economy

On Novembre 1st of 2022, the Supreme Electoral Court (TSE) of Brazil issued a judi-
cial decision to WhatsApp ordering the banning of groups engaging with anti-democratic
activities!. It was possible to verify that WhatsApp took down a cluster of those groups at
a specific time, 00:32 of Novemeber 2nd. This rapid decision with no previous knowledge
of users in WhatsApp could have produced a quasi-experiment that can be explored to
estimate the effects of judicial decision on a sample of anti-democratic groups that were

not turned off.

A regression-discontinuity design (RDD) approach was chosen to investigate causal re-
lationship between court decision and a change in user behaviour on WhatsApp. Thistleth-
waite and Campbell (1960) first applied the use of regression-discontinuity analysis testing
causal hypotheses on educational psychology research. Angrist and Lavy (1999) work on
Maimmonaide’s rule studied the effect of class size on student performance. Since then,
RDD use widespread through micro-econometric literature to evaluate average treatment
effects (ATE) Cook (2008).

Seminal work of Lee (2008) pioneered using margin of victory as running variable in
RDD, establishing the weak conditions in which causal inferences from quasi-experiment
using RDD can be as credible as randomized experiment. Looking at mayoral brazilian
elections rule, Fujiwara (2011) explored discontinuity in the assignment of single-ballot
and dual-ballot to test causal validity of Duverger’s Law. Bruce et al. (2021) used discon-
tinuity in close mayoral races between male and female candidates and found that female
leadership outperformed males when dealing with health policies in the COVID-19 pan-

demic.

Cunningham (2021) tells that in order estimate ATE with RD design, is required

https://wwwl.folha.uol.com.br/poder/2022/11/bolsonaristas—e-tse-fazem-jogo-de-gato—e-rato-com
shtml


https://www1.folha.uol.com.br/poder/2022/11/bolsonaristas-e-tse-fazem-jogo-de-gato-e-rato-com-multiplicacao-e-derrubada-de-grupos.shtml
https://www1.folha.uol.com.br/poder/2022/11/bolsonaristas-e-tse-fazem-jogo-de-gato-e-rato-com-multiplicacao-e-derrubada-de-grupos.shtml
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that the continuity assumption is valid. This means that the only change in outcome
needs to come from abrupt change at cohort. Lee and Lemieux (2010) and Imbens and
Lemieux (2008) provides a best-practice guide to RD design for empirical research, RD
can be invalid if individuals can precisely manipulate assignment variable. McCrary
(2008) density test helps verifying sorting and anticipation problems with RD. These
conditions may be sufficient with cross-sectional framework to capture causal effects with

RD, however the discontinuity explored in this work uses time as running variable.

4.2 Potential bias of RDiT and identification strategy

Exploring discontinuity with cohort at a specific time requires identification strategy
for "regression-discontinuity in time” (RDiT). Research using RDiT has been made in
public economics, environmental economics, industrial organization and many other fields.
Anderson (2014) measured effect of subway strikes on traffic congestion. Davis (2008) also
uses this design to measure regulation change in driving law in Mexico City. Auffhammer

and Kellogg (2011) uses RDiT analyzing the effects of gasoline regulation on air quality.

Hausman and Rapson (2017) give instructions in which conditions RDiT can be valid

to estimate causal effects. They highlight three different potential bias using RDiT:

1. Time-Varying Treatment Effects: if treatment occur in different periods of
time, specification of treatment variable would be incorrect. Since all banned groups
were turned off at the same time by WhatsApp, this is not valid in this case.
Different time-range windows and frequency bins can be used to increase robustness

of analysis;

2. Autoregression: if standard errors are correlated with time-dependent variable it
could produce bias estimate. Figure 3 suggested that there is an intra-daily cycle.
The day of the week could also have an effect on user activity. There are different
strategies to address this problem like removing lagged differences or controlling for

specific cycles;

3. Sorting and anticipation effects: if WhatsApp users could anticipate group
shut down, they would be able to reorganize themselves in other groups previous
to the turn off. If this happened, then estimate would be biased. This is not a
possibility since court decision is unprecedented and it only became public days

after the shutdown.
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A representation of the causal graph is shown in Figure 5, where T is the treatment
(shut down) applied to the banned groups B. Since the sample doesn’t contain all What-
sApp groups, B can affect unobserved groups U, related to the theme, that can therefore
affect our selected anti-democratic groups that were not banned Y;. There are also unob-
served groups U, that has no political discussion, these groups may impact behaviour in
selected control group Y. and Y}, since these miscellaneous type of messages can appear
on all type of groups. Important to notice that treatment B can impact Y; directly or
through U;. It is assumed that U, and B have no effect on Y. because there were no

tagged anti-democratic content found in those groups.

Figure 5: DAG (Directed acyclic graph) representation of causal model proposed. T represents
treatment imposed to B (banned anti-democratic groups). U; are unobserved anti-democratic
WhatsApp groups that were not turned off. U, are unobserved WhatsApp groups that have no
relation to anti-democratic mobilization.Y; are observed anti-democratic WhatsApp groups and
Y, are observed common groups that had no relation to anti-democratic mobilization.

To measure the effects produced by 7', RDiT will be used with date as a running
variable and 00:32 a.m. of November 2nd as the discontinuity threshold. Following

Imbens and Lemieux (2008), the model was specified as:

Y = a+ [ - threshold; + f(datey) + € (4.1)

In (1), y; is the average change in activity (quantity or forwarding score) for group
i (treatment or control) during time t, threshold; is the threshold variable, and date;; is
the difference of selected frequency from the discontinuity. Model can be estimated with

date;; being set to zero at the moment of the measure:

Vit = a+ B - thresholdy + v, - datey + v - datey - thresholdy + €54 (4.2)

Using similar specification from Anderson (2014), the function f(date;) from (1) is
defined as v; - date;; + o - date;, - threshold;, in (2), where the second term should absorb

any smooth relationship between the date and ¢; in the moments near the shutdown.
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Applying this RD design will help extract trough 3 the impact on WhatsApp of the TSE

decision.
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5 RESULTS

Autoregression is the only one of the three potential bias of RDiT that could affect this
investigation. Hausman and Rapson (2017) recommends using different time-windows,
controlling for variable in estimation or differentiating the lagged dependent variable.
To separate possible short-run and long-run effects, different time-windows and time-bin
frequencies will be selected. To estimate short-run effect I will use and 30-minutes bins
and 6-days window with cohort at the center. To measure medium-run effects I will use
2-hour bin with 28-days window. To remove daily cycles, lagged differences will be applied

to the same time of the previous day, therefore measuring variation of dependent variable.

5.1 Short-run effects

Table 3 presents estimates for short-run effects of TSE decision execution on What-
sApp groups that weren’t turned off. Running variable is date;; as described in methodol-
ogy section. For this estimate, the dependent variable is the average change in quantity of
messages sent in 30-minutes bin. Control (1) are groups of various themes and Treatment
(2) are anti-democratic groups. The RD estimate threshold shows no statistically signif-
icant results to any group, which suggests that court decision had no impact on quantity

variation on any kind of WhatsApp group.

Figures 6 and 7 are scatter plots with predicted change in quantity based on short-run
RDiT estimate from Table 3. Figure 6 with green points represents control group, whilst
Figure 7 with blue points represents treatment group. Looking at the predicted curves
and the trajectory of bins through time, it’s not possible to verify any substantial change

in message flow in short-term after execution of the judicial decision.

Table 4 presents estimates for short-run effects of TSE decision execution on What-
sApp groups that weren’t turned off. Like in Table 3, running variable is date;;, but for
this estimate, the dependent variable is the average change in forwarding score of mes-

sages sent in 30-minutes bin. Control (1) are groups of various themes and Treatment (2)
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are anti-democratic groups. The RD estimate threshold shows no statistically significant
results to the control group (1), which suggests that court decision had no impact on
forwarding scores variation on those groups. However, the treatment group (2) estimate
presents a decrease of -1068.76 in forwarding score, with high statistical significance. The
interpretation for this value is that in a sample of 100 anti-democratic groups, forwarded
messages reached at least -1068 people every 30 minutes shortly after the shutdown. It’s
important to say ”at least” because of the way forwarding score is computed by WhatsApp

truncates maximum value at 127.

Figures 8 and 9 are scatter plots with predicted change in forwarding score based
on short-run RDiT estimate from Table 4. Figure 8 with green points represents control
group, whilst Figure 9 with blue points represents treatment group. As noticed from
Table 4 estimates, forwarding score curve remained completely flat for the control group
(1). Looking at Figure 9, the discontinuity is verified with the reduction of forwarding
score. Since there is no change in users from anti-democratic groups activity at the time
(Table 3 and Figure 7) and no apparent change in forwarding score from control group
(Table 4 and Figure 8), continuity assumption required required by Cunningham (2021)

seems to be valid.



Table 3: Short-run effects of groups shutdown on quantity of messages

Average change in quantity

Control (1) Treatment (2)

date 0.158*** 1.304***
(0.056) (0.459)
threshold 5.412 -36.022
(3.306) (26.997)
threshold:date -0.275% -1.403**
(0.080) (0.649)
Observations 288 288
R? 0.092 0.028
Adjusted R? 0.082 0.018

Residual Std. Error
F Statistic

14.024(df = 284) 114.516(df = 284)
9.551%* (df = 3.0; 284.0)  2.777** (df = 3.0; 284.0)

Notes: p<0.1; *p<0.05; **p<0.01

This table presents short-run RDiT estimates of the effect of shutting down anti-
democratic WhatsApp groups on the ones that were not turned off. Robust standard
errors in parentheses. The dependent variable in columns (1) and (2) is the average
change in quantity flow of messages for 100 groups in each 30 minutes. Control (1)
groups are the ones with no relation to political debate, and treatment (2) are anti-
democratic groups. The running variable is date, threshold is the RD estimator
and threshold : date is smoothing term. Cohort was set to November 2nd at 00:32;

29
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Figure 6: Control group: The short-run effect of court decision on quantity of messages sent
on WhatsApp groups of various themes. The vertical axis measures the average change in
quantity of messages compared to same time in the previous day. The horizontal axis is the
running variable date measured in hours from cohort (increases .5 each observation). The dashed
vertical line represents the exact time of the execution of TSE decision at 00:32 on November
2nd.
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Figure 7: Treatment group: The short-run effect of court decision on quantity of messages
sent on anti-democratic WhatsApp groups. The vertical axis measures the average change in
quantity of messages compared to same time in the previous day. The horizontal axis is the
running variable date measured in hours from cohort (increases .5 each observation). The dashed
vertical line represents the exact time of the execution of TSE decision at 00:32 on November
2nd.



Table 4: Short-run effects of groups shutdown on forwarding score of messages

Average change in forwarding score

Control (1) Treatment (2)

date 0.282* 13.951***

(0.155) (2.725)
threshold 1.102 -1068.760***

(9.103) (160.248)
threshold:date -0.320 -8.458**

(0.219) (3.854)
Observations 288 288
R? 0.027 0.155
Adjusted R? 0.017 0.146
Residual Std. Error 38.615(df = 284) 679.751(df = 284)
F Statistic 2.624* (df = 3.0; 284.0)  17.396™* (df = 3.0; 284.0)
Note: *p<0.1; *p<0.05; **p<0.01

This table presents short-run RDiT estimates of the effect of shutting down anti-
democratic WhatsApp groups on the ones that were not turned off. Robust standard
errors in parentheses. The dependent variable in columns (1) and (2) is the average
change in forwarding score of messages for 100 groups in each 30 minutes. Control
(1) groups are the ones with no relation to political debate, and treatment (2) are
anti-democratic groups. The running variable is date, threshold is the RD estimator
and threshold : date is smoothing term. Cohort was set to November 2nd at 00:32;
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Figure 8: Control group: The short-run effect of court decision on forwarding score of messages
sent on WhatsApp groups of various themes. The vertical axis measures the average change in
forwarding score of messages compared to same time in the previous day. The horizontal axis
is the running variable date measured in hours from cohort (increases .5 in each observation).
The dashed vertical line represents the exact time of the execution of TSE decision at 00:32 on
November 2nd.
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Figure 9: Treatment group: The short-run effect of court decision on forwarding score of mes-
sages sent on anti-democratic WhatsApp groups. The vertical axis measures the average change
in forwarding score of messages compared to same time in the previous day. The horizontal axis
is the running variable date measured in hours from cohort (increases .5 in each observation).
The dashed vertical line represents the exact time of the execution of TSE decision at 00:32 on
November 2nd.
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5.2 Medium-run effects

A longer window of time with wider frequency-bin was selected to make more robust
conclusions on possible effects of deplatforming measure. Table 5 presents estimates for
medium-run effects of TSE decision execution on the same groups from Tables 3 and
4. Running variable is still date;;, and the dependent variable is the average change in
quantity of messages sent in 2-hours bin. Such as before, Control (1) are groups of various
themes and Treatment (2) are anti-democratic groups. The RD estimate threshold shows
no statistically significant results that impact dependent variables, which suggests that

court decision had no impact on quantity variation on any of those groups.

Figures 10 and 11 are scatter plots with predicted change in quantity based on
medium-run RDiT estimate from Table 5. Like in the previous figures, Figure 10 with
green points represents control group and Figure 11 with blue points represents treatment
group. As noticed from Table 5 estimates, quantity of messages had no change in any of

the two plots

Table 6 presents the results of RD estimate for medium-run effects with forwarding
score as dependent variable. Control group (1) shows no change at threshold, remaining
stable. But again, at the treatment group (2), estimate presents a statistically significant
decrease of -1589.929 in forwarding score. This value suggests that in a sample of 100
anti-democratic groups, forwarded messages reached at least -1589 people every 2 hours
shortly after the shutdown. This result confirms discontinuity found in Table 4 with

30-minutes frequency.

Figures 12 and 13 follow the same standard of the other ones. They present predicted
change in forwarding score based on medium-run RDiT estimate from Table 6. Figure
12 with green points represents control group and Figure 13 with blue points represents
treatment group. Figure 12 shows no discontinuity, with predicted value remaining stable.
Figure 13 show positive trend of forwarding score with an abrupt reduction at cuttoff. Like
in the short-run case, continuity assumption seems to be valid for medium-run estimate.
This result suggest that TSE decision had an effect reducing the reach of forwarded

messages for users in anti-democratic.



Table 5: Medium-run effects of groups shutdown on quantity of messages

Average change in quantity

Control (1) Treatment (2)

date 0.071 -0.151

(0.067) (0.320)
threshold 1.171 -74.650

(15.848) (75.326)
threshold:date -0.172* 0.726

(0.095) (0.453)
Observations 288 288
R? 0.012 0.012
Adjusted R? 0.002 0.002
Residual Std. Error 67.233(df = 284) 319.569(df = 284)
F Statistic 1.189 (df = 3.0; 284.0)  1.186 (df = 3.0; 284.0)
Note: “p<0.1; *p<0.05; **p<0.01

This table presents medium-run RDiT estimates of the effect of shutting down
anti-democratic WhatsApp groups on the ones that were not turned off. Robust
standard errors in parentheses. The dependent variable in columns (1) and
(2) is the average change in quantity of messages for 100 groups in each 2
hours. Control (1) groups are the ones with no relation to political debate,
and treatment (2) are anti-democratic groups. The running variable is date,
threshold is the RD estimator and threshold : date is smoothing term. Cohort
was set to November 2nd at 00:32;

34
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Figure 10: Control group: The medium-run effect of court decision on quantity of messages
sent on WhatsApp groups of various themes. The vertical axis measures the average change in
quantity of messages compared to same time in the previous day. The horizontal axis is the
running variable date measured in hours from cohort (increases 2 in each observation). The
dashed vertical line represents the exact time of the execution of TSE decision at 00:32 on
November 2nd.
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Figure 11: Treatment group: The medium-run effect of court decision on quantity of messages
sent on anti-democratic WhatsApp groups. The vertical axis measures the average change in
quantity of messages compared to same time in the previous day. The horizontal axis is the
running variable date measured in hours from cohort (increases 2 in each observation). The
dashed vertical line represents the exact time of the execution of TSE decision at 00:32 on
November 2nd.



Table 6: Medium-run effects of groups shutdown on forwarding score of messages

Average change in forwarding score

Control (1) Treatment (2)

date -0.028 2.829

(0.124) (1.969)
threshold 7.344 -1589.929**

(29.081) (462.985)
threshold:date 0.042 2.534

(0.175) (2.784)
Observations 288 288
R? 0.001 0.042
Adjusted R? -0.010 0.032
Residual Std. Error 123.375(df = 284) 1964.209(df = 284)
F Statistic 0.065 (df = 3.0; 284.0)  4.196** (df = 3.0; 284.0)
Note: “p<0.1; *p<0.05; **p<0.01

This table presents medium-run RDiT estimates of the effect of shutting down
anti-democratic WhatsApp groups on the ones that were not turned off. Robust
standard errors in parentheses. The dependent variable in columns (1) and (2)
is the average change in forwarding score of messages for 100 groups in each 2
hours. Control (1) groups are the ones with no relation to political debate, and
treatment (2) are anti-democratic groups. The running variable is date, threshold
is the RD estimator and threshold : date is smoothing term. Cohort was set to
November 2nd at 00:32;

36



37

800
600 -
400 |
200 1

—200 -
—400 -
—600 -
—800 1

Average change in forwarding score

N 5 o N %
Date

————— TSE shutdown —— Predicted change in forwarding score o Local average (2-hours bin) |

Figure 12: Control group: The medium-run effect of court decision on forwarding score of
messages sent on WhatsApp groups of various themes. The vertical axis measures the aver-
age change in forwarding score of messages compared to same time in the previous day. The
horizontal axis is the running variable date measured in hours from cohort (increases 2 in each
observation). The dashed vertical line represents the exact time of the execution of TSE decision
at 00:32 on November 2nd.
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Figure 13: Treatment group: The medium-run effect of court decision on forwarding score
of messages sent on anti-democratic WhatsApp groups. The vertical axis measures the aver-
age change in forwarding score of messages compared to same time in the previous day. The
horizontal axis is the running variable date measured in hours from cohort (increases 2 in each
observation). The dashed vertical line represents the exact time of the execution of TSE decision
at 00:32 on November 2nd.
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5.3 Discussion

The results from estimates with quantity of messages as dependent variable addresses
one of the objectives of this dissertation. Weather the Supreme Electoral Court (TSE)
decision could have suppressed users from using WhatsApp to converse. Rogers (2020)
prompted the possibility that deplatforming increased anti-establishment sentiment. Pre-
venting people from communicating can be seen as an attempt to silence free-speech. The
results presented in Table 3 and 5 measure the average change in quantity of messages
sent. No reduction in user activity was found in any type of WhatsApp groups. It is
possible to say that conversation wasn’t affected in those groups, quantity of messages

showed no significant change after threshold.

When looking to forwarded messages, the results are a bit different. While no change
at threshold is seen on control group, a discontinuity lowering activity was found for
treatment group in both shot-run and medium-run estimates. A reduction in forwarding
score could mean that the channels in which viral messages travel through were affected
in someway. This result addressed the two other specific objectives of this work. This
reduction was significant on threshold and could represent at least minus 1068 people

reached for each 30-minutes on short-run and minus 1590 every 2-hours for medium-run.

There was no change in user activity in all groups monitored that could explain a
reduction of forwarded messages. Reduction in forwarding score must have been caused
by factors external to those groups. The reduction verified only occurred for groups that
had shared anti-democratic content and engaged with extremist narrative. When looking
at Figures 9 and 13 it seems that the trajectory of forwarding messages was ascending.
All these facts combined, leads to believe that reduction of forwarding score was caused

by the groups shutdown.

This work is a simplified first attempt to understand how regulations can impact
WhatsApp. Further investigation could look in to how better classification of ideological
profile of the users can improve analysis. Exploring this same discontinuity, it’s also
possible to look if there are any regional effects or even if the type of viral message react
differently depending on the media type (images, audios, videos), duration, length of text
or other types of data available to explore. Another step would be evaluating if this
decision produced spillovers to other social media like Twitter or Facebook and how users

reorganized themselves.



39

6 CONCLUSION

WhatsApp is the most used social media in Brazil and it had an important role in
2018 and 2022 elections. Days after the election result confirmation on October 30, anti-
democratic riots began appearing in front of military quarters asking for an intervention
on results. For the first time, the Supreme Electoral Court (TSE) issued a decision making
WhatsAppp shut down the cluster of groups promoting anti-democratic riots. This work
used data from public WhatsApp groups to measure the impact of this decision on anti-

democratic groups that were not banned.

Results suggests that the shut down of the anti-democratic groups had no effect on
the quantity of messages exchanged in any type of group, but when looking to forwarded
messages, anti-democratic groups presented a reduction. Viral messages could have some
type of inertial movement when travelling through groups. When these paths were closed
at the same time, velocity and reach of the viral messages was reduced in these groups.
Understanding the effects of possible mechanism to counter extremism is important to

help policy makers design better institutional resources to regulate social media.

By the time I am finishing this work, Donald Trump and many other far-right ”influ-
encers” were rehabilitated on Twitter!. Brazilian judicial system is still struggling with
anti-democratic organization on social media?. These events shows the urgency on devel-
oping effective tools for government institutions to counter extremism without damaging

individual freedoms and the functioning technology.

"https://oglobo.globo.com/economia/tecnologia/noticia/2022/11/
apos—-trump-twitter-reabilita-ye-perfis-polemicos-podem-afastar-ainda-mais-os—anunciantes.
ghtml

2https://oglobo.globo.com/blogs/sonar-a-escuta-das-redes/post/2022/11/
nos-grupos-de-whatsapp-bolsonaristas-miram-moraes-e-esquecem-lula-mostra-monitoramento.
ghtml
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https://oglobo.globo.com/economia/tecnologia/noticia/2022/11/apos-trump-twitter-reabilita-ye-perfis-polemicos-podem-afastar-ainda-mais-os-anunciantes.ghtml
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